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Utimaco
u.warn CBE

Command Post CBE
The u.warn Command Post is a central alerts creation, 
control and management tool for all u.warn delivery 
channels. It is a fully fledged CBE (Cell Broadcast Entity) 
that in addition to the CBC, also correlates with all other 
u.warn products, starting from location-based SMS all 
the way through the variety of u.warn apps, including 
desktop alerts, email and IVR.

When lives are at stake, one needs absolute confidence 
that your emergency alert system is infallible and will 
be able to handle any crisis on every level. 

The Command Post is primarily used by government 
entities, public and educational institutions as well  
as enterprises. Its state-of-the-art graphical user 
interface includes all features required for rapid and 
easy operation.

Among others, the Command Post supports pre-defined alerts libraries, pre-defined areas list, various map 
technologies, layers, roles and permissions, allowing customization for protocols and permissions of the customer 
and their specific roles and responsibilities. Also, the required dashboards and reports are provided for close 
monitoring of the alert via the delivery channels.

Whilst alerts may be activated manually, the Command Post can also connect to external monitoring devices  
e.g. earthquake, tsunami or flood sensors.

Predefined alert templates 
and libraries Predefined target areas

Customized  
operation workflow Multiple alert languages

Easy to use  
customized GUI

Multiple government 
agencies 

Hundreds of users Users’ roles and 
responsibilities Management 
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The control center for all alarm notifications

The Command Post allows for advance preparation and readiness for all fundamentals required in an emergency 
and so when the situation arises, alerts and protocols are easily and rapidly activated.

App CBC LB-SMS

MNO Mass Notification

SIM Alert Email Text Phone

TV / Radio /
Social Media /

Billboards /
…

Command Post

Government Sensors

CBE Mass Notification

Command Post works as an alert aggregator by controlling and managing the logic of the public warning  
system solution. 

The distribution channels serve as the means of communicating information to the public. They are defined 
channels in the system pre-configured for use in specific scenarios to alert the population about emerging  
disasters or critical information. Once submitted and approved, the alerts are distributed reliably to the public  
within seconds through:

CBC module 
Connectivity with multiple CBCs with support of redundant links including CMAS broadcast messages  

Interactive Broadcast messaging 
Direct interactive option-based communication with the public via a broadcast message with selection menus  
that garner responses.

SMS module 
Connectivity with SMS Alert Server for SMS distribution through mobile operator’s SMSC

Mobile app module 
Apps downloaded by the public to their mobile devices allow direct and immediate location based communication. 
The u.warn app available for Android and iOS devices is one such example

SIM Toolkit 
A SIM toolkit application installed on SIM/E-SIM cards, which displays relevant location based alerts sent  
from Command Post. 

Social Media channels  
Such as Facebook, Twitter, or Instagram

Other elastic, government accessible channels 
May be available for use such as TV, Radio, sirens and billboards. 
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About Utimaco

Utimaco is a global platform provider of trusted Cybersecurity 
and Data Protection solutions and services with headquarters 
in Aachen (Germany) and Campbell, CA (USA).
Utimaco develops on-premises and cloud-based hardware security 
modules, solutions for key management and data protection as well 
as Public Warning Systems. Utimaco is one of the world’s leading 
manufacturers in its key market segments. 

400+ employees around the globe create innovative solutions and 
services to protect data, identities, citizens and digital assets with 
responsibility for global customers and citizens. Customers and partners 
in many different industries value the reliability and long-term investment 
security of Utimaco’s high-security products and solutions.

Find out more on utimaco.com

…people, devices and digital identities
against natural disasters, 
terrorism and 
cybercrime.

…fi nancial transactions, 
data at rest and in motion

against theft and sabotage.

…data and ideas
Digital economy and 
digital transformation 
processes against 
theft, abuse and 
manipulation.

…investments
with proven, 

future-proof 
technology, products 

and solutions that 
meet regulation and 

compliance standards.

We
protect

…
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